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- COMMONWEALTH OF KENTUCKY
16™ JUDICIAL CIRCUIT -
KENTON CIRCUIT COURT
JUDGE '
CASE NO.

E lectronically filed

CHARLES VIVIALL LISA ALICEA, and ' - PLAINTIFFS
KAYLA LOFTON, individually, and on :
behalf of all others similarly situated

v. ' CLASS ACTION COMPLAINT

ONE POINT HR SOLUTIONS, LLC o DEFENDANT

Plaintiffs Charles Viviali, Lisa Alicea, and Kayla Lotton (‘éPlaintiffs”), individually and on

‘behalf of all similarly Situated perééﬁs; bring this Amended Class Action Complaint- against

Defendant One Point HR Solutions, LLC (“Defendant” or “One Poinf’-’) fof its failure to properly
secure and éafeguard Representative?lai.ntiffs’ and Class Members’ private data. |
| L. INTRODUCTION
1. Plaintiffs bring this class action againét One Point for its failure to pr@erly_ secure

and safeguard Plaintiff’s and other similarly situated One Point ¢ustomer’s personally identifiable

information (“PII""} and protected health information (“PHI™), including names, social security

numbers, dates of birth, driver’s license numbers, state identification number, federal employer

identification numbers, financial account information, government identification numbers, health

insurance’ information, individual tac identification numbers; medical information, passport

numbers, payment card information, email addresses, usernames, and passwords (the “Private

Fited

Information™), from criminal hackers.
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2. One Point, based in Covington, Kentucky, is a professional staffing organization
that focuses on the warehouse, aviation, logistics, manufacturing,! and medical industries. 7

3. Recently, One Point filed official riotice of a hacking incident with the Office of

the Maine Attorney General.? Under state and federal law, organizations must report breaches .

mvolving PHI within at least sixty (60) days.
4. .On or about September 6, 2024, One Point also sent out data breach letters (the
“Notice”) to individuals whose information was compromised as a result of the hacking incident.

5. Based on the Notice sent to Plaintiffs and “Class Members” (defined below),

unusual activity was detected within some of One Point’s email environment. In response,

Defendant launched an investigation. Onc Point’s investigation revealed that “an unknown
unauthorized actor gained access to certain email accounts between July 3, 2023 and February 14,
2024 (the “Data Breach”). Yet, One Point waited 431 days to notify the public that they were at

risk.

6. - Asaresult of this delayed response, Plaintiffs and Class Members had no idea for |

months that their Private Information had been compromised, and that they were, and continue to

‘be, at significant risk of identity theft and various other forms of personal, social, and Aﬁna.ncial

harm. The risk will remain for their respective lifetimes.

7. The Private Information _compromised in the Data Breach contained highly

sensitive customer data, representing a gold mine for data thieves. The data included, but is not

limited to, names, social security numbers, dates of birth, driver’s license numbers, state

1dentification nuniber, federal employer identification numbers, financial account information,

! Home Page, ONE POINT HR SOLUTIONS, hitps://onepointhrs.com/ (last visited Nov. 4, 2024).
2 See https://www.maine. gov/agv1ewer/coment/ag/98523507—cb95~4be,2 8792-&1252b4f8318/ 1d70f976-a82c-4ads-
8584-2024152a3984.html (last visited December 29, 2025).
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government identification numbers, health insurance information, individlial tac identification

numbers, medical information, passport numbers, payment card information, email addresses,

usernames, and passwords that One Point collected and maintained. .

8. Armed with the Private Information accessed in the Data Breach (and a head start),
data thieves can commit a variety of crimes including, eg., opening new ﬁnancia_l accounts in
Class Members’ names, takmg out loans in Class Members names, using Class Members’ names

to obtain medical services, usmg Class Members’ information to obtain government benefits filing

* fraudulent tax returns using Class Members’ information, obtaining driver’s licenses in Class

Members’ names but with another person’s photograph, and giving false info_rmatioﬁ to police

during an arrest.

9. There has been no assurance 6ffered by One Point that all personal data or copies

- of data have been recovered or destroyed, or that Defendant has adequately enhanced its data

security practices sufficient to avoid a similar breach of its network in the future.

10. Therefore, Plaintiffs and Class Members have suffered énd- ate at an imminent,

immediate, and continuing increased risk of suffering, ascertainable losses in the form of harm

from identity theft and other fraudulent misuse of their Private Information, the loss of the benefit

of their bargain, out-of-pocket expenses incurred to remedy or mitigate the effects of the Data

Breach, and the value of their time reasonably incurred to remedy or mitigate the effects of the

Data Breach.
1. Plaintiffs bring this class action lawsuit to address One Point’s inadequate
safegnarding of Class Members® Private Information that it collected and maintéined, and its

failure to provide timely and adequate notice to Plaintiffs and Class Members of the typesrof
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information that Wéf@ accessed, and that such information was subject to unauthorized access by
cybercriminals. |

12. ~ The poténtigl for iniproper disclosiu‘e and fhéft of .Plaintiffs’ and Class Members’
Private Tnformation was a known risk to Qne Point, and thus One Point was on n_otilce' that failing
to take necessary steps to secure the Private Information left it vulnerable to an attéck.

13. - Upoﬁ information and bellief,. One Point failed to properly monitor and implement
security practices with regard to the computer network and systems that housed the Private

Information. Had One Point properly monitored its networks, it would have discovered the Data

" Breach sooner.

14, Plaintiffs’ and Class Members® identities are now at risk because of One Point’s

negligent conduct as the Private Information that One Point collected and main_taine'd is now in the

hands of data thieves _a]:[d other unauthorized third parties.

15.  Plaintiffs séek to remedy these haﬁns on behalf of themselves e_md' all similarly
situated individuals whose Private Information was accessed and/ or compromised during the Data
Breach.

Ii. PARTIES

16. Plaiﬂfiff, Charles Viviali, isa natural persbn and citizen of Floﬁda where he intends
to remain. |

17, Plamtiff, Li.sa Alicea, is a natural ber’son and citizen of Missouri where she ntends
to Temain. | .

18. Plaintiff, Kayla Lofton,. is a natural person and c_itizep-of Florida where she intends

to remain.
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19.  Defendant One Point HR Solutions, LLC, is a limited liability company formed

- under the laws of Kentu_cky and its principal place of'business at 118 W Fifth Street, Suite 201,

Fited -

Covington, Kentucky 41011.3 Thus, under § 1332(d)(10) of CAFA, Defendant is citizen of

Kentucky. Defeudaut is Wholly and solely owned by Ronald Heineman, a citizen of Florida.

IL  JURISDICTION AND VENUE

20.- The Court has subject matter jurisdiction over this action pursuant to KRS §

23A.010.
21." This Court has jurisdiction over One Point because One Point operates in and/or is

incorporated in this Cou.uty.

22..  Venue is proper in this Court pursuant to KRS § 452.460 because’a substantlal part

of the events glvmg rise to this action. occurred in this County and One Pomt has harmed Class
Members residing in this County

23.  Pursuant to CR 8.01(2), the amount in coniroversy exceeds the minimum

* jurisdiction of the Kenton Circuit Court.

V. FACTUAL ALLEGATIONS

A. One Point’s Business and’ Collectmu of Plaintiff’s zurd’ Class Members’ Private
Informaaozz

24. " One Point 18 a,profess_ionul staffing organization that focuses on the warehouse,
aviation, logiStics manufacturing, and medical ];;udustn'es[3 Defendant operates through several
brauds mcludmg Horizohs HR Services, Elite Staffmg Partners, Corporate Personnel Resources,
C-Store Recrultmg, Pivot Medical Staffing, Staffing Medmal USA, Truline Drivers, and PPSR

Solutions.*

3 Home Page, ONE POINT HR SOLUTIONS, https://onepointhrs.com/ (last visited Nov. 4, 2024).
* Our Brands, ONE PO]NT HR SOLUTIONS hitps //onepomthrs com/our-brands/ Gast visited Nov. 4, 2024).
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25.  Aspart of its business, Defendant receives and maintains the PII/PI of thousands
of its current and former custorners a.hd/or clients. In the ordinary course of receiving service from
Oﬁe Point, Plaiﬁtiffs and Class Members were reQuired to provide their Private Information to
Defendant. | - )

26. .In collecting and maintaining the PI/PHI, D:efenda‘nt agreed it would saféguard the
data in accordénce with its internal policies, state. 1,aw,.ai1d federal law. After all, Plaintiffs and

Class Members themselves took reasonable steps to secure thé_ir PII/PHI

27. By obtaining, collecting, using, and deriving a benefit from Plaintiffs’ and Class

Members” Private Information, One Point assumed legal and equitable duties it owed to them and

~ knew or should have known that it was responsible for protecting Plaintiffs’ and Class Members’

Private Infor_n’:l.ation from unauthorized disclosure and exfiltration.

28.  Plaintiffs and Class Members relied on O.ne Point to keep their Private Information

 confidential and securely maintained and to only make authorized disclosures of this Information,

which Defendant ultimately failed to do.

B. The Data Breach and Defendant’s Inadequate Notice to Plaintijﬁ and Class Members

29. For 226 days, Defendant was hacked in the Data Breach.’ Worryingly, Defendant .

~ already admitted that “an unknown unauthorized actor gained access to certain email accounts

Filed

between July 3, 2023 and February 14, 2024.5
30.  Through the Data Breach, the unauthorizcd' cybercriminal(s) accessed a cache of
highly sensiﬁve Private Information, includiﬁg names, social security numbers, dates of birth,

driver’s license numbers, state idéntification number, federal employer identification numbers,

S Notice of Potential Data Event, HORIZONS (Oct. 11, 2024)
hitps://horizonshrservices.com/notice-of-potential-data-event/.
61d.
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financial account information, government identification numbers, health insurance information,
individﬁal tac ideﬁtiﬁcation- numbers, medical infeﬁnaﬁon, passport nuﬁlbers, payment eard
informaﬁdn, email eddress.eé;,'usemames, and passWords. | |

.3 1.  On or about 'Se.ptember 6, 2024, roughly 431 days after One Poiﬁt learned that the
Class’s Private Information was first accessed by eybefcrimiﬂals, One P_oiﬁt finally -began to notify
customers that its investigation ﬁetennmed that their Pri{fate Information was impacted.

32. One Point delivel;ed Data Breach Notification Letters. to Plaintiffs aﬁd Class
Members alertmg them that their hlghly sensitive Private Informatlon had been exposed

33. Qmitted ﬁom the Notlee are ¢rucial detaﬂs like the root cause-of the Data Breach,

the vulnerabilities exploited, and the remedial measures undertaken to ensure such a breach does

not occur again, To date, these. critical facts have not been expla_ined or clarified to Plaintiffs and

Class Members, who retain a vested interest in ensuring that their Private Information is protected.

34. . Thus, One Point’s purported disclosure amounts to no real disclosure at all, as it

 fails to inform Plaintiffs é]_ld Class Members of the Data Breach’s critical facts with any degree of

Speciﬁeify. Without these details, Plaintiffs’ and Class Membets® ability to mitigate the harms

. resultmg from the Data Breach was and is severely diminished.

35. In addmon the Notlce offers no substantlve steps to help victims hke Plamtlffs and
Class Members to protect themselves other than prov1dmg one year of credit momtorlng — an offer
that is woefully inadequate considering the lifelong increased risk of fraud and identity theft

Plaintiffs and Class Members now face as a result of the Data Breach

36.  One Point had obligations created by contract, industry st_andards, common 1aw,“l

‘and representatiens_ made to Plaintiffs and Class Members to keep Plaintiffs’ and Class Members™

* Private Information confidential and to protect it from unauthorized access and disclosure.
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37.  Plaintiffs and Class Members provided their Private [nformation to One Point with

.the reasonable expectation and mutual understanding that One Point would comply with its

obligations to kcgp such infonnation confidential and. secure frqm unauthorized access and to
provide timely notice of any seéun'ty breaches. |

38. | One Point’s data é-écurity obligations were particularly impcirtént gilven the
substantial increase in cybérattacks in recent years. |

39, One Point knew 61' should have known that its electrénic records would be targeted
by cybercriminals. | |
~C. One Point Failed fo Compfy with HIPAA

40.  HIPAA circumscribes security ijrovis.ions and data privacy | résp’bnsibilities
designed to keep customer s medical information- safe HIPAA compllance provisions, commonly
known as the Admlmstratlve Snnphﬁcatlon Rules, establish national standards for electronic
transactions and code sets to’ maintain the privacy and security of protected health information.”

41.  HIPAA provides specific privacy rules that require comprehensive administrative,

physical, and technical .safeg_uards to ensure the conﬁdentiality, integri_ty, and' security of PII/PII

and PHI is properly maintained.®
42. . Plaintiffs” and Class Members’ Private Information compromised in the Data

Breach included “protected health information” as defined by CFR § 160.103.

7 HIPAA lists 18 types of information that qualify as PHI according to guidance from the
Department of Health and Human Services Office for Civil Rights, and includes, inter alia: names, .
addresses, any dates including dates of birth, Social Security numbers, and medical record

numbers.

8 See 45 C.F.R. § 164.306 (security standards and general rules); 45 C.F.R. § 164.308
(administrative safeguards); 45 C.F. R. § 164.310 (phys1ca1 safeguards); 45 C.HR. § 164.312
(techmcal safeguards)
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43, 45 CFR § 164.402 defines “breach” as “the acquisitibn, access, use, or disclosure '

of protected health information in a manner not permitted under subpart E of this. part which
compromises the security or privacy of the protected health information.”.

44. 45 CFR § 164,402 defines “unsecured protected health information” as “protected

. health information that is not rendered unusable ‘unreadable, or mdec1pherable to unauthorized

persons through the use of a technology or methodology spec1ﬁed by the [ITIS] Secretary[ 1

45. l_’laintiffs > and Class Members’ Private Information included “unsecured protected
health information” as defined by 45 CFR § 164.402.

46.  Plaintiffs’ and Class Members’ unsecured PHI was acqulred accessed, used and/or

disclosed in a manner not permitted under 45 CFR Subpart E, as a result of the Data Breach

47. Based upon Defendant’s Notice to Pla]nnffs and Class Members, One Point

reasonably believes that Plaintiffs’ and Class Members’ uns ecured PHI has been acqulred
accessed, used, and/or dlsclo_sed in a manner not permitted under 45 CFR, Subpart E, as a result
of the Data B_reach.-

48. Plaintiffs’ and Class Members’ unsecured PHI that was acquired, accessed, uls.ed,
and/or disclosed in a manner not pennitted under 45 CFR, Subpart Easa result of the Data Breach
was not rendered unusahle, unreadable, or indecipherable to unauthorized persons.

49.,‘ - One Point reasonably believes that Plaintiffs’ and Class Memhers’ unsecured PHI

that was acquired, accessed, used, and/or disclosed in a manner not permitted under 45 CFR,

Subpart E as a result of the ‘Data Breach was not rendered unusable, unreadable, or indecipherable

_to unauthorized persons.

50, Plaintiffs’ and Class Members’ unsecured PHI that was acquired, accessed, used,

and/or disclosed in 2 mamer not permitted under 45 CFR, Subpart E as aresult of the Data Breach,

26-C1-B0098 G1/12/2028  John C. Middieton, Kenton Circuit Clerk .
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and which was not rendered unusable, unreadable, or indecipherable to unauthorized persons, was

viewed by unauthorized persons.

51 Plaintiffs’ and Class Members’ unsecured PHI was viewed by unauthoriied persons
ina ménner not permitted under 45 CFR, Subpart E.as a résult’ o_f the Data Breach.
| 52. One Point reasonably believes that Plaintiffs’ and Class Members® unsecured PHI
was viewed by unauthorized persons in a maim_er not permitted ﬁnder 45 CFR, Subpart E as a
result of the D_atei Breach. |
53 It 1s'reasonable to infer that P.]aintiffsl’ and Class Members’ unsecured PHI that was

acquired, accessed, used, and/or discio’s_ed in a2 manner not permitted under 45 CFR, Subpart E as

a fesulfc of the Data Breach, and which was ﬁot‘ rendered unusable, unreadable, or indecipherable

to unauthorized peIsons,. was viewed by unauthorized persons.

54 S should be rebﬁttably: presumed that unsecured PHI acquired, accessed, used,
and/or discloseci in a manner not permitted under 45 CFR, Subpart E, and which was not rendered
unusable, unreadable, or indecipherable to unauthorized pérso.ns, was Viewed by unautho-rized
persomns. | | |

| 55.  After receiving notice that they were victims of the Data Breach (which required

the ﬁling of a data breach report in ‘accordance with 45 CFR § 164.408(a)), it is reasonable for

~ recipients of that notice, including Plaintiffs and Class Members in this case, 1o believe that future

. harm (including medical identity theft) is real and imminent, and to take steps necessary to mitigate

that risk of future harm.

56.  In addition, One Point’s Data Breach could have been prevented if One Point had

~ implemented HIPAA mandated, industry standard policies and procedures for securely disposjng

Flled

of PHI when it was no longer necessary and/or had honored its obligations to its customers.
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One Point’s security failures also include, but are not limited to:

Failing to maintain an adequate data security system to prevent data loss;

. Failing to mitigate the risks of a data breach and loss-of data;

Failing to ensure the conﬁden’uahty and mtegﬂty of electromc protected health

information One Pomt creates receives, maintains, and transmlts in violation of 45

CFR § 164.306(a)(1);

. Failing to implement technical policies and procedures for clectronic information:

systems that maintain electronic protected health information to allow access only

to those persons or software programs that have been granted access rights in

* violation of 45 CFR § 164.312(a)(1);

Failing to implement policies and procedures to prevent, detect, contain, and correct

- security violations in violation of 45 CFR § 164.308(a)(1); ~

Failing to identify and respond to suspected or known security incidents;

g, Failing to mitigate, to the extent practicable, harmful effects of security incidents

that are known. to the covered entify; in violation of 45 CFR § 164.308(a)(6)(ii);

. Failing to protect against any reasonably-anticipated threats or hazards to the

security or integrity of electroni¢ protected health information, in violation of 45
‘CFR § 164.306(a)}(2);

Failing to protect against any reasonably anticipated uses or disclosures of

electronic protected health information that are not permitted under the privacy - |

rules regarding individually identiﬁeble health informetion, in violation of 45 CFR

 § 164.306(a)(3);

11
28-C1-00098 U4/12/2026 _ John C. Middieton, Kenton Circuit Clerk

Foamannn

A -

aAAaAn

Amon =



Filed

2B-61-00098 01/12/2028 John C. Middiston, Kenton Clirouit Clerk

J- .Fa_iling to ensure compliance with HIPAA security standard rules by Defendant’s
workforce, in violation of 45 CER § 164.306(a); and
k. Impellnjséibly and improperly using and disclosing protected health informaﬁon
that is and remains acceséible to unauthorized persons, in violation of 45 CFR §§
: 164.502, et seq. |
58. - The HIPAA Breach Notiﬁcation Rule, 45 CFR §§ 164.400-414 also required One
Point to provide notice ‘of _the Data Breach to each affected individual “withoﬁt unreasonable delay
and in no case later thcml 60 days following dis_covgry of the breach” (empﬁasis added). |

59.  Because One _Po_ii:_tt has failed to comply with'HlPAAs while monetary relief may

cure some of Plaintiffs’ and Class Members’ injuries, injunctive relief is also necessary to ensure

) Plaintiffs and Class Mémbers. Without the supervision of the Court through inj\unctive relief,

One Point’s approach to information security is adequate and appropriate going forward. One Point .

stilt raintains the PHI and other highly sensitive PII of its current and former customers, including -

Plamtiffs” and Class Members’ Private Information remains at risk of subsequent data breaches.
D. One Point Failed to Comply with FTC Guidelines
60.  The Federal Trade Commission (“FTC™) has. promulgated numerous guides for

businesses which highlight the importance of implementing reasonable data security practices.

According to the FTC, the need for data security should be factored into all business decision. |

_ 'making. Indeed, the FTC has concluded that a'compamf"s failure to maintain reasonable and

Filed

appropriate data secuﬁfy for consumers’ sensitive pei'sonal information is an “unfair practice” in
violation of Séction 5 of the Federal Trade Commission Act (“FTCA™), 15 U.S.C. § 45. See, e.g,,

FTC v. Wyndham Worldwide Corp.,799 F.3d 236 (3d Cir. 2015).
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6l. .In QOctober 2016, the FTC updated_ its publication, Protecting PerSonél
Infofmation: A Guide for Business, v.vhich established cybersecurity guidelineé for busincs‘ses.? .
The gmdelmes note that businesses should protect the personal customer information that they
keep, properly dispose of personal information that is o longer needed, encrypt mformatlon stored

on computer networks, understand their network’s Vu]nerablhtles ‘and implement p01101es to

correct any security problems. The guidelines also recommend that businesses use an intrusion

detection system to expose a breach as soon as it occurs, monitor all incoming traffic for activity

indicating someone is attempting to hack into the system, watch for large amounts of data being

transmitted from the system, and have a response plan ready in the event of a breach.

62.  The FTC further recommends that compaﬁi_es not maintain PII longer than 18

needed for authorization of a iransaction, limit access to sensitive data, require complex passwoi"ds ‘

to be used on petworks, use industry—tested methods for sécurity, monitor the network for
suspicious activity, and verify that third-party service providefs have iﬁplemented reaslqnable
security measures. -

63:  The FTC has bfoﬁght enforcement actions against businesses for failing to
adequately and reasonably protect customer data by treating the failure to employ reasonable and
appropriate measures to pi'otect against uﬁauthor‘ized access to _éonﬁdential consumer data as an
meairl act or practice prohibited by Section 5 of the FTCA, 15 U.S.C. §§ 45 et seq. Orders resultijig
from these actions furthe;f clarify the measures businesses must take to meet their data security
obligations; |

64. Such FTC enforcement actions include those against businesses that fail to

2 sz‘ectmcr Personal Information: A Guide for Business, FEDERAL TRADE COMMISSION (Octobe,r 2016), available at
https:/fwww.fic.zov svstem/ﬁlesfdocumems/niam—language/ndf -0134_proteting Dersonaf-mfon'ﬂ&‘mn pdf - - (last
visited on June 23, 2025) '

.13
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adequatcly protect customer data, like One Point here. See, e.g., In the Matter of LabMD, Inc.,

2016-2 Trade Cas. (CCID) 79708, 2016 WI. 4128215, at *32 (MSNET July 28, 2016) (“[T]he
Commission concludes that LabMD’s data security pracﬁces Were unreasoﬁable and constitute an
unfair act or practice in violation of Section 5 of the FTC Act.”).

65.  Section 5 ofthe FTCA, 15 U.S.C. § 43, prohibits “unfair . . . practices in or affecting

commerce,” including, as interpreted and enforced by the FTC, the unfair act or practice by -

businesses like One Point of failing to use reasonable measutes to protect Private Information they

collect and maintain from consumers. The FTC publications and orders described above also form

part of the basis of One Point’s duty in this regard.

- 66. The FTC has also recognized that personal ‘data is a new and valuable form of -

currency. In.an FTC roundtable presentation, former Commissioner Pamela Jones Harbour stated

by businesses, or why their information may be commercially valuable. Data is currency. The
larger the data set, the greater potential for analysis and profit.”10 .

67."  As evidenced by the Data Breach, One Point failed io properly implement basic

~data security practices. One Point’s failure to enﬁplby reasonable and appropriate measures to

protect against unauthorized access to Plaintiffs’ and Class Members® Private Information
constitutes an unfair act or practice prohibited by Section 5 of the FTCA.
- 68. One Point was at all times fully aware of its obligation to protect the Private

P

Information of its customers yet failed to comply with such obligations. Defendant was also aware

of the significant repercussions that would result from its failure to do so.

" FTC Commissioner Pamela-Jones Harbour, Remarks Before FTC Exploring Privacy Roundiable (Dec. 7, 2009),
transcript available at hitpsy/fwww.fie.gov/sites/defauli/files/docwmments/public_statements/remarks-fie-exploring-

+ privacy-roundtable/091207privacyroundtable pdf (last visited on June 23, 2025).
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E’. One Point Failed to Comply with Industry Standards
69. | As noted above, experts studyiﬁg cybersecurity routinely identify businesses as
+ being particularly vulnerable to cyberattacks because of the value of the Priveﬁe Information which
they collect and maintain. | |
70..' The Center for In’éern.ét Security’s (CIS) Critical Security Controls (CSC)

recommends certain best practices to adequately secure data and prevent cybersecurity attacks,

including Critical Security Controls of Inventory and Confi:r_ol of Enterprise Assets, Inventory and -

Control of Software Assets, Data Protection, Secure Configuration of Enterprise Assets and
Software, Account Management, Access Control Management, Continuous Vulnerability

Management, Audit‘l Log Managément, Email and. Web Browser Protections, Malware Defenses,

Data Recovery, Network Infrastructure Management, Network Monitoring and Defense, Security '

Awareness and Skills Training, Service Provider Management, Application Software Security,
Tncident Response Management, and Penetration Testing. u |
71.  The National-InStimte of Stagdards and Technology (“NIST”} also recommends
certain practices to Safeguard systems, such as the fo]lpwing: | |
| a. Control who .logs on to your network and uses your compufers ‘and
other devices.

b. Use security software to protect data.

c. Encrypt sensitive data, at rest and in transit.

d. Conduc;t regular backups of data.

e. Update security software regula_rly, automating those updates if

U The 18 CIS Critical  Security  Controls, ~CENTER FOR  INTERNET  SECURITY,
https://www.cisecurity.org/controls/cis-controls-list (last visited on June 23, 2025). ‘
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. poséible.

f° Have formal policies for sﬁfely disposing of electronic files and old
devices. |

g. Train everyone who uses. ‘youi' computers, devices, and network
about . cybersecurity. You can hefp emponées understand their
personal risk in agldiﬁon to their crucial role in the workplace.

72.. | Further still, the United States Cybersecurity and Infrastructure Security Agency
(“CISA™) makes specific recommendations to orgahizations to guard against ‘cybersecurity attacks,
including (a) reducing tﬁe likelihopd of a damagingl cyber intrqsion by validating that “remote
access to the organization’s network and privileged or administrative acce;ss réquires multiffactor
authentication, [e_]nsur[ing]r that software is up to déw, prioritizing uﬁdates that address known
exploited Vulnerabi]_ities identified by CISAL] [c]onﬁrm[ing] that the 0rganization5s IT peréon_nel
have disabled all pbrts and protocols that are not esseﬁtial for-business purposes,” a_nd‘ other steps;
(b’)" takﬁ;lg steps to quickljr detect a potential intrusion, including “[e]nsurfing] that cybersecurity/IT
personnel afe focﬁsed on identifying and quickly a.ssessing any .unexpected or unusual network
behavior [and] [e]nabi[ing] logging in order to better investigate issues or ¢ventsf;] [¢]onfirm[ing]
that the organizatidﬁ’s entire network ié prdtecté;d by antivirus/antimalware sofiware and that
signatures in the.se tools are updated,” aﬁd (c) “Ie]nsur[ing] that the organization is prepared to
respond if an intrusion occurs,” and other step's. oo o ‘

73.  Defendant failed to implement mdustry—standard cybersecunty measures, including

by failing to meet the minimum standards of both the NIST Cybersecurity Framework Version 2.0

2 Shields Up: Guidance for Orgamzatzons, CYBERSECURITY . AND INFRASTRUCTURE SECURITY AGENCY,
httm {Iwww.cisa.gov/shields-guidance-organizations (last visited June 23, 2023). -
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(includirig PRAA-OL, PR.AA.-02, PR.AA-03, PR.AA-04, PR.AA-05, PR.AT-01, PR.DS-OI., PR-

DS-02, PR DS- 10 PR.PS-01, PR.PS- 02, PR.PS-05, PR.IR-01, DE.CM-01, DE.CM-03, DE. CM—

06, DE CM-09, and RS.CO-04) and the Center for Internet Secunty s Critical Secunty Controls

(CIS CSC), which are established frameworks for reasonable cybersecurlty readmess and by

failing to comply with other industry. standards for protectmg Plaintiffs’ and Class Members’

- Private Information, resultmg_m the Data Breach.

- F. One Point Breached its Dutv to Safeguard P Plamtzfﬁ' and Class Members® Private
Information

74. . In addition to its obligations under federal and state 1a{?vs, One Point owed a duty

to Plaintiffs and Class Members to exercise reasonable care in obtaining, retaining, securing;

safeguardmg, deleting, and protectmg the Pr1vate Informatlon in its possession from being .

compromlsed lost, stolen, accessed, and misused by unauthonzed persons One Point owed a duty

to Plaintiffs and Class Members to provide reasonable- secunty, including consistency Wlth

iﬁdus_try- standards and requirements, and to ensure that its computer systems, networks, and

' protbcols adequately protected the Private Information of Class Members

75.  One Point breached its obligations to Plaintiffs and Class Members _and/or was

otherwise negligent and reckless because it failed to propeﬂy maintain and safeguard its computer

syste'ms and data. One Point’s unlawfiul conduct includes, but is not limited to, the following acts

and/or omissions:

a Faﬂing’_ to maintain an adequate data security system that would reduce the risk of

data breaches and cyberattacks;
'b. Failing to adequately protect customers’ Private Informatioﬁ;

c. Failirig to properly monitor its-own data security systems for existing intrusions;

: 17 :
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. d. Failing to sﬁfﬁciently train its employees regarding the proper handliilg of its

- customers’ Private Information;

e. Failing to fully comply with FTC guidelines for-'cybersecurity in violation of the

FTCA:

- £ Failing to adhere to HIPAA and industry standards for cyberseeuritydas discussed

aBove; and
‘ V_ g. Otherwise breaching its duties and obligations to protect Plaintiffs’ and Class
Members’ Private Information.

76.  One Point negligently and unlawfully failed to safegﬁard Plaintiffs’ and Class

~ systems which contaimned unsecured and unencrypted Private Information.

Filed

77.  Had One Point remedied the deficiencies in its information storage and security

systems, followed industry guidelines, and adopted security measures recommended by experts in

the rﬁeld, it couid have prevented jﬂtrgsion' into its information stor'age and seeurity éystems and,
ultimately, the thefrt‘ of ‘Plajnti.ffé,’ and Class Memb'ersl; cenﬁdential Private Information.

78.  Accordingly, P]aintiffs’ and Class _Merﬁbefs’ lives Wefe severely disrupteci. What’s
more, they haVe been harmed a's.a result of the Data Breach and now faee aﬁ increaeed risk of
future harm that mcludes but is not limited to, fraud and 1dent1ty theft Plamt1ffs and’ Class
Members also lost the beneﬁt of the bargain they made with One Point. - |

- G. Plaintiffs and Class Members are at a Significantly Increased and Snbstantya] Risk of
Frawvd and Identity Tbeﬁ‘ as a Result of the Data Breacb

-79. The FTC hosted a workshop to discuss “informatioﬁal injuries,” which are injuries

that consumers like Plaintiffs and Class Members suffer from privacy and security incidents such

_ 18 -
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as data breaches or unauthorized disclosure of data.!* Exposure of highly sensitive personal

information that a consumer wishes to keep pﬁvate may cause harm to the consumer, such. as the

ability to obtain or keep employment. Consumers’ loss of trust in e-commerce also deprives them

- of the benefits provided by the full range of goods and services available which can have n;:gative

Fiied

im‘pactsl on daily I_ife."

80.  Any victim of a data breach is exposed to serious ramifications regardless of the.
nature of the data that was breachied. Indeed, the reason why criminals steal information is to.

 monetize it. They do this by selling the spoils of their cyberattacks on the black m’ﬁrket to identity

thieves who desire to extort and hatass victims or to take over victims’ identities in order to engage
in illegal financial transactions under the victims’ names.
81.  Because a person’s identity is akin to a puzzle, the more accurate pieces of data an

identity thief obtains about a person, the easier it is for the thief to take on the victim’s identity or

1o otherwise harass or track the victim. For example; armed with just a name and date of birth, a

data thief can utilize ﬁ hackiﬁg-technique-‘referred to as “sbéial enginecring”’ to obtaiﬁ even more
information about a victim’s identity, 'sﬁ._ch as a person’s login credentiaﬂs or Social Seéurity
number._ Social engineering is a form of hacking whereby a data thief usés preﬁously acquired
informatién_ to manipulate i]_ldj\}iduals' into disclosing additional conﬁden’;i_ai or personal
information through means éuch' as spam phone calis and text méésages or phishing emails.

82.- In _féc’t, as technology advaﬁces, computer progfams' may scan the I_ntémet with a
wider-scope to creéte a mosaic of information that may be used to link cpmpromised infofmation

to an individual in ways that were not previously possible. This is known as the “mosaic effect.”

13 FTC Information Injury Workshop, BE and BCP Staff Perspective, Federal Trade Commission, (chob_ér 2018),

available at hitps:/fwww.fic.oov/system/files/documents/reports/fic-informational-injury-workshop-be-bop-staff- -

perspective/informational_injury_workshop _staff report -_oct 2018 0.pdf (last visited on June 23, 2025).
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Names and dates of birth, combined with contact information like telephone numbers and email
addresses, are very valuable to hackers and identity thieves as it allows them to access users’ other
accounts.

83.  Thus, even if certain information was not purportedly involved in the Data Breach,

“the unauthorized parties could use Plaintiffs’ and Class Members® Private Information to access

accounts, including, but not limited to, email accounts and financial accounts, t_o engage in a wide
variety of fraudulent activity against Plaintiffs and Class Members.

84.  Ome such example of how malicious actors may compile Private Information is

- through the development of “Fullz” packages.

85 Cyberctiminals can cross-reference two sources of the Private .Informat?ionj :

compromiséd in the Data Breach to marry unregulated data available elsewhere to criminally
stolen data with an astonishingly complete scope a_nd degree of accuracy in order to assemble
complete dossiers on individuals.:These dossiers are known as “Fullz” packages.

-86. The development of “Fullz” packages means that the stolen Prlvate Informatlon,

from the Data Breach can. eas11y be used to hnk and 1de11t1fy it to Plaintiffs’ and the proposed

Class’s phone numbers, email addresses, and other sources and identifiers. In other words, even if

certain information such as emails, phone numbers, or credit card or financial account numbers

may not be included in the Private Information stolen in the Data Breach, criminals can casily

create a “Fullz” package and sell it at a higher price to u.nsorupulous operators and orimjnals (such

as ﬂlegal andscam,telemarketers) over and over. That is exactly what is happening to Plaintiffs

- and members of the proposed Class, and it is reasonable for any trier of fact, including this Court

Filed

or a jury, to find that Plaintiffs and other Class Members’ stolen Private Information is being.

‘misused, and that such misuse is fairly traceable to the Data Breach.
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87.  For these reascﬁs, the FTC recommends that identity thefi vicﬁms take several

time-consuming steps to protect their personal and financial information after a data breach
ﬁcludmg contacting one of the credlt bureaus to place a fraud alert on their account (and an
exténded fraud alert that 1asts for 7 years if someone steals the victim’s 1dent1ty) reviewing thelr
credlt reports contactmg companies to remove fraudulent charges fronrl thelr accounts, plaemg a
ﬁeeze on their credit and correcting their eredit_ reports.'* However, these steps do not guarantee

protectmn from. 1dent1ty theft but can only. mr’ugate identity theft’s long-lasting negative impacts.

88. Identlty thieves can also use stolen personal mformatlon such as Social Security

numbers and PHI fora ‘Variety of crimes, including eredit card fraud, p_hone or ut111t1es fraud, bank™

' fraud, to obtain a driver’s licens e or official identification card in the victim’s name but with the

- give the victim’s personal informatlon to police durmg an arrest resulting in an arrest warrant being

thief’s picture, to obtain government beneﬁts, orto filea ﬁaudulent tax return using the victim’s

information. In adéhtwn 1dent1ty thieves may obtain a ]Ob using the victim’s Social Security

number, rent a house in the victim’ s ‘name, receive medical servmes in the Vlctlm s name, and even'

issued in the victim’s name.

80.  The Identity Theft Resource Center documents the multitude of harms caused by

fraudulent use of P_]I in its 2023 Consumer Impact Report."> After interviewing over 14,000

identity crime victims, researchers found that as a result of the c_rimjnal misuse of their PII:

e 77-percent experlenced ﬁnan01a1 related problems
e 29-percent eXpenenced financial losses exceedmg $10,000;
e 40-percent were unable to pay bills;

14 See IdentityTheft.gov, Federal Trade Comumnission, avarlable at hrtns Jiwer. identitytheft. ,qovf Stens (Iast vigited June
23, 2025).

1372023 Consumer Impacz‘ Report (Jan. 2024), TDENTITY THEFT RESOURCE CENTER, available. online at:’
hitps:/fwww.idtheftcenter. org/wp- content/uvioadsﬂGZB/OS/ITRC 2023-Consumer-impact _Report Final-1.pdf (last
visited on June 23, 2025).
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e 28-percent were turned down for credit or loans;
e 37-percent becaime indebted,;
& §7-percent experienced feelings of anxiety;
» 67-percent experienced difficulty sleeping; and
» 51-percent suffered from panic of anxiety attacks. !¢

90. _PHI is also especially valuable to identity thieves. As the FTC recognizes, identity

thieves can use PHI fo commit an array of crimes, inc_luding identity theft and medical and financial

- fraud.!?

91. ' Indeed,. a robusf cy'b_er blacic ﬁlarket _e’xis_ts in which cﬁminals -openiy post stolen
PHI on mlﬂtip'le ‘underrgrom.ld Intemet websites, commonlﬁf referréd to as the dérk web.

92.  While ;;redit card inférmation and associated PH.;:an éell for -as ﬁttIc as $1-$2 on
fhe black market, protected health information-can sg}ll for as much as $363 accordjng to the
Infosec mgﬁmte.lg | | | |

93. PHI_iS particularly valuable because criminals caﬁ use it to target Vi.ctims Wiﬂn

frauds and scams that take advantage of the victim’s medical conditions or victim settlements. It

can be used to create fake insurance claims, allowing for the purchase and resale of medical .

equipment, or gain access to prescriptions for illegal use or resale.

- 94.  Medical identity theft can result in inaccuracies in medical records and costly false
claims. It can also have life-threatening consequences. If a victim’s health information is mixed

‘with other records, it can lead to misdiagnosis or mistreatment. “Medical identity theft is a growing

and dangerous crime that leaves its victims with little to no recourse for recovery,” reported Pam

16 Id at pp 21-25.

' Federal Trade Commission, Warning Signs of Identity Theft, available at: https Jiconsumer fic. Oovfarticles/‘what—
know-about-ideniity-theft (Iast visited on June 23, 2023).

¥Data Breaches: In the Healthcare Sector, CENTER - FOR INTERNET = SECURITY, available at:
htips:/fwww,cisecurity.org/insights/blog/data-breaches-in-the-healthcare-sector (last visited o June 23, 2025).
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Dixon, executive ditector of World Privacjr- Forum. “Victims often experience financial
repercussions and worse yet, they frequently discover erroncous information has been added to
»+19

their personal medical files due to the thief’s activitics.

95. ' The ramiﬁcationé of One Point’s failure to keep its customers’ Private Information

P aasAann

secure are long lasting and severe. Once it is stolen, fraudulent use of such and damage to victims

e

may continue for $fears.'

96.  Here, not only was sensitive medical infprmatiqn compromised, but Social Security
numbers were comprbrrﬁsed t00. The value of both PII and PHI is axiomatic. The value of “big
data” in corporate America is astronomical. The facf that identity thieves attempt to steal identitics
notWithstanding possible heavy prison sentences illustrates beyond a doubt that the Private

Information compromised here has considerable market value.

FA s anm

97. It must also be noted that there may be a substantial time lag between when harm |
occurs and when it is discovered, and also between when PII and/or PHI is stolen and when it is ;
misused. rAccordiﬂg to the U.S. Government Accountability Office, which conducted a study

regarding data breaches:?°

[I.]aw enforcement officials told us that in some cases, stolen data

may be held for up to a year or more before being used to commit

identity theft. Further, once stolen data have been sold of posted on .

the Web, fraudulent use of that information may continue for years. : ¢
As a result, studies that attempt to measure the harm resulting from

data breaches cannot necessarily rule out all future harm.

P PN

1 Michael Ollove, “The Rise of Medical Identity Theft in Healthcare * K AISER HEALTH NEWS (Feb 7,2014), available
af- hips: //kffhealthnews. org/news/rise-of-indentity-theit/ (last visited on June 23, 2025)

EP e

» Data Breaches Ave Frequent, but Evidence of Resulting Identity Theft Is Limited; However, the Fi ull Extent Is
Unknown, U.S. GOVERNMENT ACCOUNTABILITY OFFICE (June 2007), avazlable at htti)s /harwrw. gao. gov/assets/gao-
07-737.pdf (last visited on June 23, 2025)
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98.  PII and PHI are such valuable commodities to identity thieves that once the

information has been compromised, criminals often trade the information on the dark web for

years.

99. Asa reéult; Plaintiffs and Class Members are at an increased risk of fraud and
identity theft; includiﬁg medical ide_ntity'theft, for many years into the future. Thus, Plaintiffs and
Class Members have no choice but to vigilantly monitor their accounts for many years to come.

H. Plaintiffs’ and Class Members’ Damages |

Plaintiff Lisa Alicea’s Experiences and Injuries

100.  Plaintiff Lisa Alicea is unsure how Defendant obtained—and later exposed—-her

- PII/PHI Regardless, Plaintiff Alicea received a personalized Data Breach notice explaining that

Filed

her PI/PHI was exposed.
101. As a result, Plaintiff Alicea was inj-u'réd 'b‘;y Defendant’s Data Breach..

162. On information and belief, Defendant obtained Plaintiff Alicea’s P.II/PHI pixrsuant
to Plaintiff Alicea’s employment. Thus, on _infdrmation and belief,l as a condition of her
employmént, Defendant obtained her PIﬁPHI and used her PHYPHI 10 faéiiitate its business.

103. PIaintiff Alicea (or her third-party agent) provided her PILPHI to Defendant and

trusted the company would use reasonable measures to protect it according to Defendant’s internal

policies, as well as state and federal law. Defendant obtained and continues to maintain Plaintiff

Alicea’s PII/PHI and has a continuing legal duty and obligation to protect that PII/PHI from

unauthorized access and disclosure. .

| 104.  Plaintiff Alicea (or her thﬁd—'party ageifc) reasonably understood that a portion of - |

the funds paid to Defendant (and/or derived from her employment) would be used to pay for

‘adequate cybersecuﬁty and protection of PII/PHIL a

o 24 . _
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105. Plaintiff Alicea (or her third-party agent) is very careful about sharing her sensitive

PII/PHI and stores any documents containing her PIVPHI in a safe and secure location. She (or her

third-party agent) has never knowingly transmitted unencrypted sensitive PI/PHI in an unseeure

manner over the internet or any other unsecured source. Plaintiff Alicea (or her third-party agent)
would not have entrusted her PI/PHI to Defendant had she known of Defendant’s lax data security
policies.

106. Plaintiff Alicea recewed a Notice of Data Breach on Oetober 11,2024,

107. Thus on mformatlon and belief, Plaintiff Alicea’s PII/PHI has already been -

published-—or will be published imminently—by cybercriminals on the DaIk Web.
| 108. Through its Data Breach Defendant compromised Plaintiff Alicéa’s PII/PIIL
109. Plamnff Alicea has already suffered from identity theft and fraud. For one, she
received alerts from her Expenan account that her data was found on the Dark Web.

110.  Plaintiff Alicea received a flood of emails from banks and lenders notifying her of

_loanrapplications made under her name. Thus, it appears that cybercriminals have used Plaintiff

Alicea’s stolen PII/PHi to commit identity theft by alﬁplying for and obtaining fraudulent Toans
under Plaintiff Alicea’s name. Thus far, Plaintiff Alicea has received the following notiﬁcaﬁons.' '

a. On November 5, 2024, Plai_nt_iff Alicea received an email froﬁa “The Cardinal

Program at Cloud Based Personal Loans” which notified her that “based on your

" recent application, you may be eﬁgiblc-for a $100-840,000 loan.”
b. On November 5, 2024, Plaintiff Alicea received an email from “MaxLoan365”
which informed her that she was eligible for “anywhere from $100 to $7,599” in

personal loans. |
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On Névember 6, 2024, Alicea received an email from “Prime Bank of America”
informing her that “Your echeck of $1,825.00 is ready” and that “Est_imated Deposit

Date: Next Business Day.”

. On Novermber 06,2024, Plaintiff Alicea receiving an email from “LiveLaughFunds”

which told her that “[y]our request for ($2800) has been verified” and “[tJhank you
for choosing our services.”

On November 6, 2024, Plaintiff Alicea received an email from “Blueview Lending™

which notified her that her “Status” was “Verified” and that “Thark you for letting

 us help you with your financial goals.”

On NOV¢mber,6, 2024, Plaintiff A]igéa received an email from “Paywise” which
reminded her to “complete yoﬁr transaction by logging in and confirming your

request today” as to obtain “fumds up to $2,200[.]”

: On " November 7, 2024, Plaintiff - Alicea received an email  from

“PrivateLenders‘com” which informed her that “Lenders mn our. network are
begging us fo;r more opportunities to back borrowers like YOU” and “Click here to

ﬁnd your capital partner today.”

. On November 7, 2024, Plaintiff Alicea received another email from “Blueview

Lending” which notified her that her “Status” was “Verified” and that “Thank you

for letfing us help you with your financial goals"’

- Plaintiff Alicea has spent—and will continue to spend—significant time and effort

momtormg her accounts to protect herself from 1dent1ty theft -After all, Defendant dn‘ected

Plamtlff to take those steps in 1ts breach notice.
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112.  Thus far.,‘ Plaintiff Alicea has épent 3—4 hours responding to the_Data: Breach

including by researchiﬁg the Data Breach and monitoring her accounts for suspicious activity.r |
h 113. And in the aftermath of the Data Breach, Plaintiff Alicea has suffered from a spike
in spam and scam phone calls.

114. Plaintiff Alicea fears for her peréonal financial .securi’;y an_d worries about what
information was exposed in the Data Breach.

1 15. Because of Defeﬁdan’-c’s Data Breach, Plaintiff Alicea has suffered—and will
céntinue td suffer from-—anxiety, 'éléep disruption, si:ress, fear, and frustration. Such injuries g0
far beyond allegations of mere WOITy Or inconvenience. Rather, Plaintiff Alicea’s injuries are
prec1sely the type of 1 mjurles that the law contemplates and addresses.

116.  Plaintiff Alicea suffered actual injury from the exposure and theft of her PI/PHI—

" which violates her rights to privacy.

Filed

117. . Plaintiff Alicea suffered actual injury in the form of damages to and diminution in

the value of her PIVPHIL After all, PIV/PHI is a form of intangible property—property that '

Defendant was réqujred to adequately protect.

118. - Plaintiff Alicea suffered imminent and impending injury arising from the
substantially incréased risk of fraud, misuse, and identity theﬁ;all because Defendant’s Data
Breach placed Plaiﬁtiﬁ' Alicea’s PII/PHI right m the hands of criminals.

119. Because of the Data Breach, Plainiiff Alicea anticipates spending considerable

amounnts of time and money to try and mitigate her injuriés.

120. Today, Plaintiff Alicea has a continuing interest in ensuriné that her PI/PHI—

which, upon information and belief, remains backed up in Defendant’s possession—is proteétéd

and safeguarded from additional breaches.
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Plaiﬁtzﬁ”Ckarles Viviali’s Experiences
121, Plaintiff Charles Viviali is a former employee of Defendant. ..
122, Thus, Defendant obtained and maintained Plaintiff Viviali’s PIVPHI.
123, As aresult, Plaintiff Vividlf was injured by Defendant’sr Data Breach.

12_4. As a condition of his employment with Defendant Plalnuff V1V1a11 provided

- Defendant with his PH/PHI Defendant used that PTI/PHI to facﬂztate its employment of Plaintiff

Filad

Viviali, including payroll, and required Plaintiff Viviali to provide that PH/THI in order to obtain
employn_lent and payment for that employment.

125.  Plaintiff Viviali provided his PII/PHI to Defendant and trusted t]de company Would
use reasonable measures to protect it ‘according to Defendant’s int-emal policies, as well as state
and federal law. Defendant obtained. and continues to maintain Plaintiff Viviali’s PII/PHI and has
a continuing _ Iegal duty and' onligation to protect that PII/PHI from unauthorized access and

disclosure.

126.  Plaintiff Viviali reasonably understood that a portion of the funds paid to Defendant |

(and/or derived from his employment) Wonld' be used to nay for adequate cybersecurity and
protection of PII/PHL

127. Plaintiff Viviali is very careful about sharing his sensitive PII/PHI and stores any

documents containing his PI/PHI in a safe and secure location. He has never knowingly

transmiited unencrypted sensitive PII/PHI in an unsecure manner over the internet or any other
unsecured sonrce. Plaintiff Viviali would not have entrusted his PII/PHI to. Defendant had she
known of Defendant’s lax data security policies.

128.  Plaintiff Viviali received a Notice of Data Breach dated October 11; 2024,

. 28
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129. Thus, on inforinatibn and belief Plaintiff Viviali’s PIPHT has a]ready been

- published—or will be pubhshed mmmenﬂyﬁby cybereriminals on the Dark Web.

130. Through its Data Breach Defendant compromlsed Plamtlff Viviali’s PII/PHL.
131. Plaintiff Viviali has spent -and will continue to spend- significant time and effort
momtormg his accounts to protect hxmself from identify theft. After all, Defendant directed

Plam’nff to take those steps in its breach notice. Since the breach occurred in July 2023 Plaintiff

Viviali has s_pent at least ten hours momtormg ‘his credit and identity, in addition to time spent

investigating the circumstances around the Data Breach and obtaining I_egﬁl cournsel.

132.  Andinthe aftennath of the Data Breach, Plaint-iﬁf Viviali has suffered ﬁom a spiké
in spam and scam emails and phone calls. - | |

1‘33. Plaintiff Viviali fears for his personal financial s.e;ﬁrity and worries about what
in_formatioﬁ was exposed m the Data Breach.

134. Because of Defendant’s Data Breach, Plaintiff Viviali has suffered—and will

continue to suffer from—anxietjr, sleep disruption, stress, fear, and frustration. Such injuries go

far beyond allegations of mere worry or inconvenience. Rather, Plaintiff Viviali’s injuries are

precisely the type of inj‘uries that the law contemplatés and a'dc-iresses.
- 1357 Plainﬁff Viviali suffered actual injury from the exposure and theft of his PH/PHI—
which violates his Tights to privacy. | | |
136.  Plaintiff Viviali suffered actual injury in the form of damages to and diminution in
the valué of his PIVPHI. After all, PIPHI is a form of intangible pr.(ilj-ertygproperty that

Defendant was required to adequately protect.

. _ 29 :
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1'37; Plaintiff .Viviali suffered imminent and impending injury : arising from tﬁe
sﬁbstantially increased risk of fraud-,'_mjsuse, and idehtity thefi—all because Defendant’s Data
Breach placed Plaintif’s PIVPHI right in the hands of criminals.

138. 'Because of the Data Breaéh, Plaiﬁtiff Viviali'aﬂti'cipatésr. spending coﬁsiderablé
amounts of time and money to try and mitigate his injuries. . |

139. Today, Plaintiff Viviali has a continuing interest in ensuring that his PI/PHI—

which, upon information and belief, remains backed up in Defendant’s possession—is protected

and safeguarded from additional breaches.
Plaintiff Kayla Lofton’s Experience and Injuries

140. Plaintiff Kayla Lofton :is not positive: how Defendant obtained—and later

exposed—her PI[/PHI Regardless,- Plaintiff Lofton received a personalized Data Breach notice

- explaining that her PIVPHI was expdséd.21

141.  As aresult, Plaintiff Lofton was injured‘by Defendant’s Data Breach.

142.  On information and belief, Defendam obtained Plaintiff Lofton’s PII/PHI pursuant '

to her employment with an employer who utilized One Point’s services. Thus, on information and

belief, as a condition of her employment, Defendant obtained Plaintiff Lofton’s PII/PHI and used

her PII/PHI to facilitate its business.

143.  Plaintiff Lofton (or her third-party agent) provided her PIT/PHI to Defendant and

trusted the compahy would use reasonable measures to protect it according to Deferidant’s internal

- policies, as well as state and federal law. Defendant obtained and continues to maintain Plaintiff

. Filed

Lofton’s PIVPHI and has a continuing legal duty and obligation to,prot'ect that PI/PHI from

vnauthorized access and disclosure.

21 See Notice of Security Incident, October 11, 2024 attached as Exhibit A.
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144.  Plaintiff Lofton (or her third-party agent) reaeonably understood that a f)ortion of
the funds paid to Defendant (and/or derived from her employment) would be used to pay 'for_
adequate cybersecurity and protection of PIVPHI.

145.  Plaintiff Lofton (or her thjrd—party-agent) is very careful about sharing her sensitive -

rAanAnan

PII/PHI and stores any documents containing her PH/PHI irl'a safe and secure location. She (or her

E PP

- third-party agent) has never knowingly transmitted nnencrypted sensitive PIL/PH[ in an unsecure
manrler over the internet or any other unsecured source. Plaiuﬁff i_bﬁon (or her thjrd—par_ty agén_i_:)
| would not ha\re entrusted her PIi/PHI to'Defeudant had she known of Defendant’s lax data security
policies.
146. Plaintiff Lofton received Defendant’s Notice of Security Incident on or about
October 11, 2024, informing her that her Social Security Nu.mber'and narme were compromised in
the Data Breach Plamtlff Lofton 51gned—up for the credit momtormg offered therein.
147. Thus on mformatlon and behef Plaintiff Lofton s PI/PHI has a]ready been :
published;er will be published imminently—by cybererlmmals on the Dark Web.
148.  Through its Data Breach Defenda:ut compromised Plaintiff Lofion’s PT/PHL
_ '1497 . Plaintiff Lofton has already suffered from identity theft and fraud due to the Data
: ~ Breach, including a fraudulent charge to her Chase bank account by cybercriminals using the
PII/PHI stolen in the Data_ Breach, requiring Plaintiff Loftori to receive a new debit card. ' K
150. Plaintiff Lofton has spent_—'vand-wiﬁ continue to spend—significant time and effost
to nﬁﬁgate the consequences of the Déta Breach. After all, ]jefendaut directed Plaintiff Loﬁon‘to

take those steps in its breach notice.

rAnAnan
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151, Thus far, Plaintiff Lofton has spent 7-8 hours responding to the Data Breach,

including researching the Data Breach, disputing the. fraudulent charge, and monitoring her :

accounts for suspicious activity.

152.  Moreover, in the aflermath of the Data Breach, Plaintiff Lofton has suffered a -

dramatic increase in spam and scam phone calls.

- 153,  Plamiiff Lofton fears for her personal financial securi'ty‘ and worries about what
information was exposed in the Data Breach,

154. Because of Defendant’s Data Breach, Plaintiff Lofton has suffered—and will

~continue to suffer from—anxiety, sleep disruption, stress, fear, and frustration. Such injuries go

_ far beyond a]legatioﬁs of mere worry or inconvenience. Rather, Plaintiff Lofton’s injuries are

Fllad

precnsely the type of i m]unes that the law contemplates and addresses.

15 5. Plamt]ff Lofton suffered actual i mjury from the exposure and theft of her PII/PHI
which violates. her rlghts to privacy. _

156. = Plaintiff Lofton suffered éctual injury in the form of damages to and dJ'J_Jﬁnﬁtion m
the vélué of her PH/P_HI. After all, PII/PHI is a' form of intangible property—property that

Defendant was requiréd to adequately protect.

157.  Plaintiff Lofton suffered imminent and impending injury arising from the

substantially increased risk of fraud, misuse; and identity theft—all because Defendant’s Data

Breach placed Plaintiff Lofton’s PII/PHI right in the ha:nds of criminals,

158. Because of the D_ata--Br_éach, Plaintiff Lofton én’ticipates spendjng considerable

amounts of time and money to try and mitigate her injuries.

: 32
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159. Today,l Plaintiff Lofton has a continuing interest in ensuring that her PII/PHI—
which, upon information and belief, remains backed up in Defendant’s possession—is pr_oteeted
and safeguarded from addltronal breaches

V. CLASS ACTION ALLEGATIONS

160. Plaintiffs bring this action individually and on behalf of all other persons similariy ‘

situated, pursuant torKy. CR Rule 23.01 and 23.02.

161.  Specifically, Plaintiffs propose the following Kentucky Class definition (referred-'

to herein as the “Class™), subject to amendment as appropriate:

Kentucky Class

All citizens of the state of Kentucky who had Private Information
impacted as a result of the-Data Breach, mCIudmg all who were sent
a notice of the Data Breach. -

Nationwide Class

Al individuals residing in the United States whose PILPII was
compromised in the Data Breach that: began in July 2023 and
impacted One Point HR Solution, LLC -including all those

individuals ~ who received notice of _the ‘breach.

162, Exclilded from the Class are Defendant and its parents or subsidiaries, any entities

in Whieh it has a controllmg mterest as well as its officers, directors, affiliates, legal

© representatives, heirs, predecessors, successors, and ass1gns. Also excluded is any Judge to whom

this case 18 assigned as Well as their judicial staff' and immediate family menibers.
163. . Plaintiffs reserve the right to modify or amend the deﬁnition- of the propesed
Kentueky Class, as well as add subclasses, if necessary, before the Court determines whether

certification is appropriate.
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impracticable. Though the exact number and identities of Class Members are unknown at this time, |

26-Cl-00098 01M2/2026 John €. Middleton, Kenton Cireult Clerk

Thé pr.oposéd Class meets the criteria for certification under Ky CR Rule 23;02(51),

Numerosity. The Class Members are so numerous that joinder of all members is

based on information and belief, the Class consists of thousands of customers of One Point whose

data was compromised, in the Data Breach. The identities of Class Members are ascertainable

through One Point’s records, Class Members’ records, publication notice, self-identification, and

other means.

166.

predominate over any questions affectiﬁg only individual Class Members. These common

Commonality. There are questions of law and fact common to the Class which

questions of law and fact include, without l-imi’tation:l

a.

b.

Whether One Point engaged in the conduct alleged herein;

Whether One Point’s conduct violated the FTCA and HIPAA; -

“When One Point learned of the Data Breach

Whether One Point’s résponse'to the Dﬁta Breach was adequate;
Whether One Point urlllawﬁllly'lost or disclosed Plaintiffs’ and Class Members’
Private Information;

Whether One Point failed to implement and maintain reasonable security

procedures and practices appropriéte to the nature and scope of the Private

Information compromised in the Data Breach;
Whether One Point’s data rsec:urity systems prior to and during the Data Breach

-complied with applicable data seéurity laws and fegulations;

S o34 _
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| Informaﬁon;

. Whether hackers' obtained Class Members™ Private Information via the Data

. Whether One Point breached its duty to provide timely and accurate notice of the

. What damages Plaintiffs and Class Members suffered as a result of One Point’s

26-C1-00098 1M 212028 ' John €. Middlston, Henion Circult Clerk
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Whether One Point’s data security systems prior to and during the Data Breach
were consistent with industry standards;
Whether One Point owed a duty to Class Members to safeguard their Private

Information; -

P

Whether One Point breached its duty to Class Members to safeguard their Private

L LT

Breach;
Whether One Point had a legal duty to provide timely and accurate notice of the

Data Breach to Plaintiffs and the Class Members; -

ax fsa s

Data Breach to Plaintiffs and Class Members;
Whether One Point knew or should have known that its data security systems and .

monitoring processes were deficient;

misconduct;

Wheth_er One Point’s conduct was negligent;’ )

. Whether One Point’s conduct was per se negligent; | . : ¢

Whether One Point was unjustly enriched;
Whether Plantiffs and Class Members are entitled to additional credit or identity

monitoring and monetary relief; and

P AN
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t.  Whether Plaiﬁtiffs and Class rMembers aré entitled to equitable rciief; includit_lg
_injunctive relief, restitution, disgorgement, and/or the ) estabiisﬁment of .a
~ constructive trust

167. ‘Tmica]i‘gy- 7. Plaintiffs’ claims are typical of those of other Class Mémbérs because
Plaintiffs’ Private Information, }jke _that of évery other Class Member, was compromised in fhe
Data Breach. Plaintiffs’ claims are typical of those of the other Class Members because, inter alia,

all Class Members were ihjured through the c_ommdn"misconduct of One Point. Plaintiffs are

- advancing thé same claims and legal theories on behalf of herself and all other Class Members,

- and there are no defenses that are unique to Plaintiffs. The claims of Plaintiffs and those of Class

Members arise from the same operative facts and are based on the same legal theories.

168. Adequacy of Representation. Plaintiffs_ will ‘fairly and adequately represent and

protect the interests of Class Members. Plaintiffs” counsel is competent and experienced in

litigating class actions, including data privacy litigation of this kind.
169. Predominance. One Point has engage'd in a common course of conduct toward
Plaintiffs and Class Members in that all of Plaintiffs’ and Class Members® data was stored on the

same computer systems and _uﬁlawfully accessed and exfiltrated in the same way. The common

_issues arising from One Point’s ‘condu‘ct affecting Class Members set out above predominate over

any individualized issues. Adjudication of th_ese common issues in a single action has impox_tant
and desirable- adﬁantages of judicial économy.

170.  Superiority. A Class acfidn is superior to other available methods for the fair and
efficient adjudication of this controversy and no unusual difficulties are likely to be encountered

in the management of this class action. Class treatment of common questions of law and fact is

~ superior to mulﬁple individual actions or piecemeal litigation. Absent a Class action, most Class

Filed
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Members would likely ﬁnd that the cost of htigatmg their md1v1dual claims is prohlbltlvely high

and would therefore have no effectlve remedy. The prosecution of separate act10ns by individual
Class Members would create a risk of 'inconsistent or varying adjudications with respect to

individual Class Members, which would establish: incompatible standards of conduct for One

Point. In contrast, conducting this action as a class action ‘presents far fewer management

difficulties, conserves judicial resources and the parties’ resources, and protects the rights of each”

Cl‘aés Member_.

171, Class certification is also appropriate under Ky. CR Rule 23.02(b). One 'Poiilt has

acted and/or refused to act on grounds generally applicable to the Class such that final mjunctive

relief and/or corresponding declaratory relief is appropriate'as to the Class as a whole.
- 172, Finally, all members of the proposed Class are readily ascertamable One Point has

access to the names and addresses and/or emaﬂ addresses of Class Members affeeted by the Data

- Breach. Class Members have already been preliminarily identified and sent notice of the Data ~

Breach by One Point.

VL. CLAIMS FOR RELIEF

COUNTI
| NEGLIGENCE
' (ON BEHALF OF PLAINTIFFS AND THE CLASS)

173. Plaintiffs restate and realleges all of the allegations stated above as if fully set forth

herein.

174. One Point knowingly coﬂeeted, came into possession of; and maintained Plaintiffs’
and Class Membere’ Private Information, and rh'ad a duty to exercise ‘r'easonable' .care in
safegpardjng, securing, and protecting such Information from_ beipg disclosed, compromised, lost,

stolen, and misused by unauthorized parties.
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One Point’s duty also included a respoﬁsibility to implement processes by which it

could detect and analyze a breach of its security systems quickly and to give prompt notice to those

- affected in the case of a cyberattaék.

Filed’

176.

One Point knew or should have known of the risks inherent in collecting the Private

Information of Plaintiffs and Class Mémbers and the importance of adequate security. One Point

was on notice because, on information and belief, it knew or should have known that it would be

an atiractive target for cyberattacks.

177.

" One Point owed a duty of care to Plaintiffs and Class Members whose Private

Information was entrusted to it. Onc Poing’s duties included, but were not limited to, the following:

a,

178.

To. exercise reasonable care in. obtaining, retaining, securing, safeguarding,
deleting, and protecting Private Information in its possession;

To protect customers’ Private Information using reasonable and adequate secﬁrity

procedures and systems compliant with industry standards;
To have procedures in place to prevent the loss or unauthorized dissemination of
‘Private Information in its possession;

To employ reasonable security measures and otherwise protect the Private

Information of Plaintiffs and Class Members pursuant to HIPAA and the FTCA;

"To im_plement processes to quickly detect a data breach and to timely act on

warnings about data breaches and
To promptly notify Pla.mtlffs and Class Members of the Data Breach, and to
precisely disclose the type(s) of information compromised. :

Omne Point’s duty to employ reasonable data securlty measures arose, in part, under

Sectlon 5 of the Federal Tlade Comn:ussmn Act, 15US.C. § 45 Wh1ch proh1b1ts “unfa1r

38
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praétices n .01' affecting commerce,” i_nciudjng, as interpreted and enforced by ﬁle FTC, the unfair
practice of failing to use reasonable nﬁeasures to protect confidential data.

179.  One Point’s duty also arose because Defendant was bound bﬁr‘ industry standards to
protect its customers’ confidential Private Infbrmatioh.

180. Plaintiffs and Class Members were foresecable .ﬁctﬁné of any iliatliequate _éecurity
practiceé on the part of Defen_dant, and One Point owed them a dﬁty of _cére to not subject them to
an unreasonable risk of harm.

181. ‘One Point, through its actions é.nd/or omissions, unlawfully breached its duty to
Plaintiffs and Clas_s Members by failing to exercise reasonable caré in protecting.and safeguarding
Plajntiffs’ and Class Members’ Private Information within One Point’s possessimi.

182. Ome Point, by its actions and/or omissions, breached its duty of care by failing to

provide, or acting with reckless disregard for, fair, reasonable, or adequate computer systems and .

data security practices to safeguard the Private Information of Plaintiffs and Class Members.

183. One Point, by its actions and/or omissions, breached its duty of care by failing to

promptly identify the Data Breach and then failing to provide prompt notice of the Data Breach to '

the persons whose Private Information was compromised. |
184.  One Point bréac—hed its duties, and thus was negligent, 'bj fai}jng to use reasonable
measures to. protect Class Members’ Private Information. The specific negligent acts and
omissibns'committed by Defendant inchi_de, but afe not limited to, thé foﬁowing:
a. Failing to adopt, implement, and maintain adequate security measures to safeguard
Class Members’ Priveﬁ:e Inf_onnation;

" b. Failing to adequately monitor the security of its networks and systems;

‘ 39
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c. Failing {0 periodically ensure that its email system maintained reasonable dafa
sgcuﬂty safeguards;

d. Allowing unauthorized access to Class Members” rPrivate Information;

¢. Failing to comply with the FTCA; and

f. . Failing to tiriiely notify Class Members about the Data Breach so that they could

take appropriate steps to mitigate the potential for ideﬁtify theft and other damages. |

185. Omne Point acted With.re;ckless disregard for the riglts of Plaintiffs and Class

Members by failing to provide prompt and adequate individual notice of the Data Breach such that

Plaintiffs and Class Members could take measures to protect themselves from damages caused by '

the fraudulent use of the Private Information compromised in the Data Breach.

186. . One Pomt had a special relationship with Plaintiffs and Class Members. Plaintiffs’

‘and Class Members’ willingness to entrust One Point with their Private Information was predicated

on the understanding that One Point would take adequate security precautions. Moreover, only |

One Point had the ability to protect its systems (and the Private Information that it stored on them)

- from attack.

Filad

187. One Point’s breach of duties | OWed to PIain-tiffs and Class Members caused
Plaintiffs’ and Class Memﬁers’ Private Information to be cémpromised a_,j:ld‘exﬁ.ltratedr as alleged
herein.

188. Oné Point’s breaches of duty also caused ’a subétantial, imminent risk to Plaintiffs
and Class Members. of identity theft, loss of control over their Private Information, and/or loss of

time and money to monitor their accounts for fraud.

40
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189.  As a result of One Point’s negligence in breach of its duties owed to Plaintiffs and

Class Members, Plaintiffs and Class Members are in danger of imminent harm in that théir Privat_e '

Tnformation, which is still in the possession of third parties, will be used for fraudulent purposes.

" 190. One Point also had independent duties under state laws that required it to reasonably

safeguard Plaintiffs” and Class Members’ Priifatelnfonﬁaﬁon and promptly notify them about the

Data Breach.
191.  As a direct and proximate result of One Point’s negligent conduct,.Plaintiffs‘ and
Class Members have suffered damages as alléged herein and are at imminent risk of further harm.

192. . The injury and haﬁn that Plaintiffs and Class Members suffered was reasonably

‘foreseeable.

193, Plaintiffs and Class Members have suffered injury and are entitled to damages in

an amount to be proven at trial.

194.  In addition to monetary relief, Plaintiffs and Class Members are also entitled to

injunctive relief requiring One Point to, inter alia, strengthen its data security systems and

monitoring procedures, conduct périodic ‘audits of those systems, and-provide lifetime credit
monitoring and identity theft insurance to. Plaintiffs and Class Members.
COUNT 1T
: NEGLIGENCE PER SE'
(ON BEHALF OF PLAINTIFFS AND THE CLASS)
195.  Plaintiffs restate and fealle_ge the allegations in the preceding paragraphs as if fully

set forth herem. .

- 196, Pursuant to Section 5 of the FTCA, One Point had. a duty to provide fair and

adequate computer systems and data security to Safeguard the Private Tnformation of Plaintiffs and -

Class Members.

: 41 :
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197.  Pursuant to HIPAA, 42 US.C. §§ 1302(d), ef seq., One Point had a duty to

implement reasonable safeguards to protect Plain_ti.ffs’ and Class Members’ Private Information.

198.  Specifically, pursuant to HIPAA, Defendant had a duty to render the electronic PHT

it maintained unusable, unreadable, or jndecipherablé to unauthorized individuals by “the use of
an algoﬁtﬁmjc pr()ce_;ss to transfomi déta into aformin W};ich thére is a low prob a.bili'ty of assigning
meaning without the use of a confidential process ér key.” See definition of “encryption” at 45
C.F.'R; § 164.304. |

o 199. One Point breached its duties to Plaintiffs and Class Members uﬁd.er the FTC_A and
HIPAA by failing to provide fair, reasonable, or adequate coniputer systems and data security
practices to safeguard Plaintiffs’ and Class Members® Private Information.

200.  Specifically, One Point breached its duties by failing to employ industty—sténdard
cybersecurity measures 111 order to It:omply with fhe FTCA, including bﬁt not limited to proper
segregétion, aé.:cesrs contr'ols.,' passwor& proteqtion, enéryptidn, intfusion detectioﬁ, secure
destruction of unnecessary data, and penetration testing.

201.  The FTCA prohibits “unfair . . . practices in or affecting commetrce,” mciuding, as

interpreted and enforced by the FTC, the unfair act or practice of failing to use reasonable measures

to pretect PII and PHI (such as the Private Information comprom_iéed in the Data Breach). The

FTC rulings and publications described above, tog'e‘lcher with the industry-standard cybersecurity

measures set forth herein, form part of the basis of One Point’s duty in this regard.
202. One Point also. violated the FTCA and HIPAA by failing to use reasonable
measures to protect the Private Information of Plaintiffs and the Class and by not complying with

applicable industry standards, as described herein.
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'203.. It Was‘reasiionably fdreseeable; pa_rticulaﬂy given the growing number of data
brea(-:hes of PriVate Information,.that the failur.e to reasonably pfotect and secure Plajnﬁffs’ and
Class Members’ Private Information in compliance with applicable laws would result in an
mauthoﬁzed thjrd—party gaining access to One Point’s networks, databases, 'and computers that

stored: Plaintiffs’ and Class Members’ unencrypted Private Information.

204. Plaintiffs and Class Members arc within the class of persons that the FTCA and.

HIPAA are intended to protéct, and One Point’s failure to comply with both constitutes negligence

per se.

© 205. Plaintiffs’ and Class Members® Private Information constitutes personal property.

that was stolen due to One Point’s negligence, resulting in harm, injury, and damages to Plaintiffs

and Class Membefs'..

.206. As a direct and proximate result of One Poiﬁt’é negligence per se, Plaintiffs and the
Class have suﬁfere(i, and continue to suffer,_ injuries and damégé-s arising from thé unauthorized
access of their Private Information, iﬂcluding but not limited to 'damages from the lost time and
effort to mitigate the actual and pétential ﬁnpact of the VData Breach on their ]i:\res.

207.: As a direct and proximate result of One Point’s negligent conduct, Plaintiffs and

Class Members have suffered injury and arc entitled to compensatory and consequential damages

in an amount to be piov‘en at trial.

208. In addition to monetary relief, Plaintiffs and Class Menibers are also entitled to

“injunctive relief requiring One Point to, infer alia, strengthen its data security systems and

-monitoring procedures, conduct periodic andits of those systems, and provide 1ifétim_e credit

monitoring and identity theft insurance to Plaintiffs and Class Members.
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COUNT ITI _
BREACH OF IMPLIED CONTRACT
(ON BEHALF OF PLAINTIFFS AND THE CLASS)

209. Plaintiffs restate and feallege the allegations in the preceding paragraphs as if fully

set forth herein.

 210.  Ome Point provides services to PlamtIffs and Class Members. Plamt1f£s and Class
Members formed an 1mpl1ed contract with Defendant regarding the prov1310n of those services
through thelr collective conduet, _mcludmg by Plaintiffs and Class Members paymg for services

aad/or entrusting their Valuable Private Information to Defendant in exchange for sueh Services.
21 1.'_ Through Defendant’s sale‘of gervices to 'Plaintiffs and Class_ Members, it knew or

should have known that 'it must protect Plaintiffs’ and Class Members® confidential Private

AInformatmn in accordance with its policies, pracuces and appllcable laW

212. As cons1derat10n Plaintiffs and Class Members paid money to One Pomt and/or

turned over Valuable Private Information to One Point. Accordingly, Plaintiffs and Class Members

, ‘bargamed with One Point to securely maintain and store their Private Information.

Filed

21.3.' " One Point aceepted payment and/or possession of Plaintiffs’ and Class Membems’
Private Information for the purpose of broyidmg services to Plamtiffs and Class Members.

2l4; - In paying Defendant and/or providing their valuable Private Information to
Defendant in exchange for Defendant’s services, Plaintiffs and Class Members. intended and
understood that One Point would aclequ_ately safeguard Private lnformation as part of those
services. | | |

215" Defendant’s implied promises to Plaintiffs and Class Meml)ers 1include, but are not
limited to, (1) taking steps to ensure that anyone who is gr'anted access to Pﬁvate Information also

protect the confidentiality of that data; (2) taking steps to ensure that the Private Information that

. . 44 , | _
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is placed in the control of its employees is restricted and limited to achieve an authorized business

purpose; (3) restricting access te quahﬁed and tramed employees and/or agents; (4) des1gn1ng and

iinplementing appropriate retention po]ic1es to protect the Private Information against criminal
deta breaches; (5). app‘lyiqg or 1:eq;ui1‘ing proper encry-p.tion; (6) implementing multifactor
autheﬁtication for .acces‘s; (7 cor;nplyin_g with HIPAA standards te make sure that Plaintiffs” and
Class Members’ PHI would remain protected; and (8) taking other steps to protect against

foreseeable data breaches.

216. Plaintiffs and Class Members Wduld not have entrusted their Private Information to -

One Point in the absence of such an implied contract.
217. -Had One Pomt disclosed to Plaintiffs and the Class that it d1d not have adequate
computer systems and security practlees to secure sensitive data Plamtn?fs and Class Members

Would not have provided their Private Information to One Point.

218. One Point violated these implied contracts by failing to employ reasonable and

ede_quate security measureé to seeure‘PIajntiffs’ and Class Members® Private Information. One
Point further breached these implied contracts by failing to comply ’Wlﬂl its promise to abide by
HPAA |
219. Additionally, One Point breached tﬁe implied contracts with Plaintiffe and Class
Members by failing to ensure the confidentiality and integrity of electronic proteeted ‘health
information it created, received, maintained, and tranemi‘_tt_ed, in violation of 45. CFR §
164.306(a)(1):
- 220.  One Point also bre.aehe_d the implied contracts with Piaintiffs and Class Members

by failing to implement technical policies -and procedures for electronic systems that maintain

| 45 -
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electronic PHI to allow access only to those persons or software programs that have been granted
access rights, in violation of 45 CFR § 164.312(a)(1).

221.  One Point further breached the implied contracts with Plaintiffs and Class Members

violations, in violation of 45 CFR.§ 164.308(a)(1).

222, One Point further breaehed thehnplied.contracts with Plaintiffs and Class Members

by failing to identify and respond to suspected or known security incidentS' mitigate, to the extent

practlcable harmful eﬂ‘ects of security mmdents that are lmown to the covered entity, in Vlolatmn

of 45 CFR § 164. 308(&)(6)(11)

223.. One Point ﬁlrther breached the 11nphed contracts with Plaintiffs and Class Membersﬁ

by failing to protect against any reasonably anticipated threats or hazards to the security or integrity

. of electronic pfotected health information, in violation of 45 CFR § 164.306(a)(2).

Fited

- 224, One Point further breached the implied contracts with Plaintiffs and Class Members

by failing to protect agains‘t any reasonably: anticipated uses or disclosures of electronic protected

health information that are not perm1tted under the privacy rules regardmg mdwldually identifiable
health mfon:natlon, in violation of 45 CFR. § 164.306(a)(3).

225. . One Point further breached the 1mplied contracts with Plamtiff’s and Class Members

.by faﬂmg to ensure comphance Wlth the HIPAA security standard rules by 11:5 Workforce

violations, in violation of 45 CFR § 164.306(a).

226. One Point further breached the implied contracts with Plaintiffs and Class Members

- by impermissibly and improperly using and disclosing protected health information that is and

remains accessible to unauthorized persons, in violation of 45 CFR §§ 164.502, et seq.

46 ‘
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227.  One Point further breached the implied contracts with Plaintiffs and Class Members

by failing 1:0 d381gn, implement, and enforce policies and procedures establishing physical

administrative safeguards to reasonably safeguard protected health mformatlon in violation of 45
CFR § 164.530(C). | |

228.  One Point further breached the implied coﬁtracts with Plaintiffs and Class Members
by other\mse failing to safegua:rd Plamtlffs and Class Members” PHL |

229. A meetmg of the mmds occurred, as Plaintiffs and Class Members agTeed inter

alia, to provide payment and/or accurate and complete Private Information to One Point in

eﬁchange for One Point’s agreemént to, infer al"ia, provide services that indud‘ed protection of
their highly sensitive Private Information.

230. Plaintiffs and Class Members have been daméged by On¢ Point’s conduct,
inclu‘ding.t'he harms aﬁd iﬁjuries a;ising from the Data Breach now and in the future, as alleged
herein.

COUNTIV
UNJUST ENRICAMENT
(ON BEHALF OF PLAINTIFFS AND THE CLASS)

231. | Plaintiffs restate and .reallege the allegations in the preceding parggraphs as if fully
set forth herein. |

232. This: Count is pleaded in ‘the alternative to Count I above.

233.  Plaintiffs and Class Members conferred a benefit on One Point by turning over their

Private Information to Defendant and by paying for services that should have included

cybersecurity protection to protect their Private Information. Plaintiffs and Class Members did not

receive such protection.

47 - :
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234.. - Upon rJJforrnarion and Belief, One Point funds its data security measures.entirely
from its general reveﬁue, including from payments made to it b}r Plaintiffs arld Clersé Members.
235. , As such, a portion ef the payments made by Plaintiffs and Class Members is to be
used to provide a reasenable and a&equate- level of data security that is in compliance with
applicable state and féderal regulations and indt_lstry standards, -and‘ the armou.ut‘of the portion of
each payment made that is allocated to data security rs known to One Point.
.' 236. One Point has retained the beneﬁte of its unlewﬁﬂ conduct, inchuding the amounrs
of payment received from Piarnﬁffs and Class Members '-that should have ‘been used for adequate

cybersecurity practices that it failed to provide.

2_37. .One Point knew that Plamtlffs and Class Members conferred a benefit upon it,

which One Point accepted. One Point proﬁted from these transactions and used the Private
Informatlon of Plaintiffs and Class Members for business purposes, while failing to use the
payments it. received for adequate data security measures that would have secured Plamtiffs’ and
Class Members’ Private Information and prevented the Date Breach. -

A238. If Plaintiffs and Class Members had known thet One Point had not adequately
secured their Private Informatiorr, th'ey wouid not have egreed to provide such Priyate.lnformatioﬁ
to Defendant. |

23‘9. Due to One Point’s conduct alleged herein, it unid be unjust and inequit.able under

the cir_cumstances for One Point to be permitted to retain the benefit of its'wrongful conduect.

240. As a direct and proximate result of One Point’s condﬁet, Plaintiffs and Class

Members have suffered, and/or are at a continued, imminent risk of suffering, injury that includes
but is not limited to the following: (i) the loss of the opportunity to control how their Private

Information is used; (ii) the compromise, publication, and/or theft of their Private Information;

: 43 : -
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(iif) out-of-pocket expenses associated with the prevention, detection, and recovery from identity

theft, and/or unauthorized use of their Private Information; (iv) lost opportunity costs associated

with effort expended and the loss.of productivity addressmg and attempting to mltlgate the actual
and future consequences of the Data Breach, including but not hmlted to efforts spent researching
how to prevent, detect, contest, and recover from 1degt1ty theft; (V) the continued risk to their
Private lnformation,. Which ‘remains in One Pomt’s possession and is subject to further
unautﬁorized diselesures so long as One ?oint fails to undertake appropriate aﬁd adequaie
measures to pretect Privafe-hlformaﬁon in its continued pessessien; and (vij future costs in terms
of time, effert, and‘money that will be expended to prevent, detect, contest, and fepaji the impact

of the Private Information compromised as a result of the Data Breach for the remainder of the

‘lives of Plaintiffs and Class Members.

241, Plaintiffs and Class Members are entitled to full refunds, restitution, and/or

damages from One Point and/or an order proportionally .djsgofgiﬂg all profits, benefits, and other .

| compensation obtained by One Point from its wrongﬁJlr conduct. This can be accomplished by

establishing a coﬁstructive trust from which the Plaintiffs and Class Mem]:iers may seek restitution
or co_mpeﬁsation. | | | | |

242,  Plaintiffs and Class Members may not have an adequate remedy at lew against One
Point, and eceofdingly, they_ plead this claim for unjust enrichment in addition to, or in 1.:he
alternative to, other claims pleaded herein‘ |

COUNT \Y
"BREACH OF FIDUCIARY DUTY
(ON BEHALF OF PLAINTIFFS AND THE CLASS)
2.43. . Plaintiffs i‘estate and reallege the allegationé in the preceding pe:fagraphs as if fully

set torth herein.
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244.  In light of the special relationship between One Point and its custbmefs, whereby

One Point became 2 guardian of Plaintiffs’ and Class Members’ Private Information (including
highly sensitive, confidential, personal, and other PHI) One Point was a fiduciary, created by its

undertaking and guardianship of the Private Information, to act primarily for the benefit of its

~ customers, including Plaintiffs and Class Members. This benefit inciuded (1) the safeguardjng_of
Plaintiffs’ and Class.Members_’ Private Information; (2) timely notifying Plaintiffs and Class -

rM_embers of the Data Breach; and (3) maintaining complete and accurate records of what and

where One Point’s customers’ Private Information was and is stored.

245. One Point had a fiduciary duty to act for the benefit of Plaintiffs and the Class upon .

matters within the scope of its customers’.relationship, in particular to keep the Private Information:

" secure.

246. - One Point breached its fiduciary duties to Plamti‘ffs and Class Members by failing

to diligently invesﬁgate, the Data Breach to determine the number of Class Members affected and

notify them within a reasonable and practicable period of time.

'247.  One Point breached its fiduciary duties to Plaintiffs and the Class by failing to

proteét their Private Information.

- 248. OnerPoint Ereached its ﬁduc_iary duties to Plaintiffs and Class Membcfs.'by fai]jng
to . ensure _the contfidentiality and intégn'ty of electronic PHI One P(_)iﬁt creatéd, recelved,
maintained, and transmitted, in violation of 45 CFR § 164.306(21)(1).

, 249. One Point breached its ﬁd_uciary duties to Plaiiltif_fs_‘ and Class Members by failing
té' implement _tééhnical p‘o]jcieS; and proc'edures for electronic information systéms’ that maintain

electronic PHI to allow access only to those persons or software programs that have been granted

access rights, in violation of 45 CFR § 164.312(a)(1).

. Filed
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" 250. One Point breached its fiduciary duties to Plaintiffs and Class Members by failing
to jinplement po’licie.s and procedures to prevent, detect, coutain, and correct security violations,
in violation of 45 CFR § 164.308(a)(1).

251.  One Point breached its fiduciary duties to Plaintiffs and Class Members by failing

1o identify and respond to suspected- or known security incidents; mitigate, to the extent

practicable, harmful effects of security incidents that are known to the covered entity, in violation

of 45 CFR § 164.308(a)(6)(ii).

252.  One Point Breached- its fiduciary duties to Plaintiffs and Class Members by failing
to protect against anly'reasonably—anticipated threats.or hazards to the security or integrity of
electromc PHL, in w_olatlon of 45 CFR § 164. 306(a)2). |

253. One Point breached its fiduciary dutles to Plaintiffs and Class Members by failing
to protect agamst any reasonably -anticipated uses or disclosures of electronic PHI that are not
permitted under the privacy rules regarding individually idénti_ﬁable- health information, in
violation of 45 CFR § 164'306(3‘)(3)7 |

- 254 | One Point breached its fiduciary duties to Plaiﬁtiffs and Class Menibers by failing

to ensure compliance with the HIPAA security standard rules by its workforce, in violation of 45

'CFR § 164.306(a).

255. One Point _breached its ﬁdﬁcia;ry dities to Plaintiffs and.Class Members by

ilnperrnissibly and improperly using and disclosing PIII that is and remains accessible to

~ unauthorized persons, in violation of 45 CFR §8 164.502, et seq.

256. As a direct and proximate result of One Point’s breaches of 1is ﬁduc1ary duties,

. Plaintiffs and Class Members have suffered and will continue t6 suffer the harms and injuries

* Filed
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alleged herein, as well as anxiety, emotional distress, loss of privacy, and other economic and non-

economic losses.

PRAYER FOR RELIEF

WHEREFORE, Pllai_ntiffs, on behalf of themselves and the Class described above, seeks

the following relief: _

A

An order certifying this action asa C_lass action under Ky. CR Rule 23.02, defining
the Class as requested herein, appointing the undersigned as Class counsel, and
finding that Plaintiffs aré a proper répreséntative of thé Class requested herein;

Judgment m favor of Plaintiffs and Class Members awarding them appropriate
ﬁenetary relief, including actual darﬁages, statutory damages, equitable relief,

restitution, disgorgement, and statutory costs;

- An order providing injunctive and other equitable relief as necessary to protect the

interests of the Class as requested herein;

An order. instructing One Point to purchase or provide funds for lifetime credit

: m_onito‘ri'ﬂg and identity theft insurance to Plaintiffs and Class Members;

An order réqujring One Point to pay the costs involved in notifying Class Members -

about the judgnient and administering the claims pfdcess;
A judgment in favor of Plaintiffs and Class Members awarding them prejudgment

and post-judgment interest, reasonable attorneys® fees, costs, and expensés as

allowable by law; and

Anaward of such other and further relief as this Court méy deem just and proper.

DEMAND FOR JURY TRIAL

 Plaintiffs demand a trial by jury on all triaBle 1Ssues.
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DATED: January 12, 2026
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Respectfully submitted,

/s/ Andrew E. Mize

Andrew E. Mize (KY Bar No. 94453)

7. Gerard Stranch, IV (pro hac vice forthcoming)

Grayson Wells (pro hac vice forthcoming)

STRANCH, JENNINGS & GARVEY, PLLC

223 Rosa L. Parks Avenue, Suite 200
Nashville, Tennessee 37203

(615) 254-8801 '
amize@stranchlaw.com

Daniel Srourian (pro hac vice forthcoming)
SROURIAN LAW FIRM, P.C.

468 N. Camden Dr., Suite 200

Beverly Hills, California 90210

(213) 474-3800

(213) 471-4160 (facsimile)
daniel@slfla.com

Raina C. Borrelli (pro hac vice forthcoming)
Samuel J. Strauss (pro hac vice forthcoming)
STRAUSS BORRELLI PLLC

One Magnificent Mile

‘980 N Michigan Avenue, Suite 1610

Chicago llinois, 60611
(872) 263-1100
(872) 263-1109 (facsimile)

~ raina@straussborrelli.com
sam{@straussborrelli.com

Counsel for Plaintiffs and the Proposed Class
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